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Agenda

• Recent cyber incidents affecting energy market 
participants in the Australia

• Urgently adopting an enhanced cyber security 
posture

• Security of Critical Infrastructure Act Reforms 
(SLACI and SLACIP)

• Australian Energy Sector Cyber Incident Response 
Plan

• GridEx VI



Recent cyber incidents affecting participants 
in the NEM
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Urgently adopting an enhanced cyber security 
posture
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Security of Critical Infrastructure Act Reforms 
SLACI (aka Bill 1 – now law) and SLACIP (Bill2 -
before parliament )
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Australian Energy Sector Cyber Incident 
Response Plan
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Date Milestone Summary

March 18 2022 Launch of Stage 1

Interim NEM Version (Version 1.0) Issued for 
Review and Comment

Target stakeholders:

• NEMEMF Members
• NEM TNSP CISOs
• ACSC
• Jurisdictional Cyber Agencies

Interim NEM Version (Version 1.0) issued to 
NEMEMF for Endorsement

Revised AESCIRP Version 1.1 will be issued for 
endorsement through NEMEMF

April 1 2022 Interim NEM Version (Version 1.0) published Document will be approved by AEMO CISO and 
issued to stage 1 stakeholders as TLP AMBER.

Rewrite for Stage 2 of implementation. The document will be reviewed internally by 
AEMO in preparation for Stage 2

April 14 2022 Launch of Stage 2

Extension to Generators, DNSPs and Gentailers
in the NEM. Version 1.1 issued for review and 
comment

Target Stakeholders:

• NEM DNSP CISOs and Emergency Teams
• Generator CISOs and Emergency Teams
• Gentailer CISOs and Emergency Teams

Rewrite for Stage 3 implementation Revised AESCIRP Version 1.2 will be issued for 
endorsement through NEMEMF

From June 
(Dependent on 
feedback to-date)

Launch of Stage 3

Extension into WA and NT

Target Stakeholders

• AEMO (SWIS)
• NWIS (Horizon)
• NT Power & Water

Rewrite for Stage 4 implementation Revised AESCIRP Version 1.3 will be issued for 
endorsement through NEMEMF and the other 
relevant jurisdictional fora
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Questions and 
feedback


